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Review and Approval
Agreed by Policy Steering Committee:
Adopted by Town Council:
To be reviewed no later than:

13th July 2022
19th July 2022
19th July 2026

Foreword
This policy was agreed by the Ingleby Barwick Town Council (IBTC) Policy Steering
Committee and adopted by the Town Council.
IBTC policy documents are reviewed regularly, and new editions may be issued. Users
should ensure they have the latest copy by referring to the version on the Town Council
Website.
Compliance with this policy does not confer immunity from prosecution for breach of
statutory obligations.

History
Description
First published.
Reviewed and updated

Date
1st May 2019
19th July 2022

Version
Version 1.0
IBTC/POL/024
Version 2.0

Requirements
In this policy:
Must:

Indicates a mandatory requirement.

Should:

Indicates best practice and the preferred option. Reasonable justification must
be provided for any alternative action.
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Email Correspondence Protocol
1.

Introduction

1.1

The aim of this policy is to assist Town Councillors with email protocol and
compliance with the Freedom of Information Act 2000 and GDPR. It sets out best
practice for Councillor and employee use of emails when dealing with Council
business. Councillors use their own personal email accounts for use with Town
Council business. These email addresses can be found by members of the public via
the Town Council website. It is acknowledged that councillors’ private email
accounts cannot be monitored in anyway. However, this document outlines the
protocol which councillors are advised to follow when using email correspondence in
the course of discharging their duties and responsibilities as Town Councillors.

1.2

The Town Council is a public body working within the framework of the law and local
governance. As such, all employees and Town Councillors are responsible for
maintaining a professional approach at all times.

2.

Legal Obligations

2.1

The Freedom of Information Act 2000 (FOI Act) and GDPR applies to public bodies.
The FOI Act allows members of the public to request information from the Town
Council which must be treated in accordance with GDPR. All emails must comply
with General Data Protection Regulation; this requires organisations to protect
personal data in all forms, it also changes the rules of consent and strengthens
people’s privacy rights. Personal Information Is information which can identify a
person – in which the person is the focus of the information and which links that
individual to details which would be regarded as private, e.g.name and private
address, home telephone number etc. The purpose of this policy is to assist
councillors in their use of emails when the information transmitted applies to the
official business of the Council. Please note that is useful to read this Protocol
alongside the Council’s Data Protection Policy (IBTC/POL/021).

2.2

Communications via email internet usage undertaken in the name of the Council or
on Council systems carry inherent risks such as:
•
•
•
•
•
•
•
•
•
•

2.3

Potential defamation
Spreading of viruses, including Trojans which can steal date
Breach of confidentiality
Accepting files from sources in online chat rooms which could bypass firewalls or
email filters
Breach of contract
Breach of copyright
Breach of data protection legislation
Breach of privacy and unlawful discrimination
Damage to the Council’s reputation.
Potential litigation against the Council or Councillors.

An email inbox contains a trove of personal data. GDPR requires organisations who
collect, store and use the data of people, to store it securely. Article 5(f) of GDPR
states that data controllers must protect personal data “against accidental loss,
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destruction or damage, using appropriate technical or organizational measures.” It is
the responsibility of every councillor to ensure they use an appropriately encrypted
email service and encrypt documents which contain personal identifiable information
(PII). The Town Council will use an encrypted email service and encrypt documents
which contain PII. In addition, councillors and employees must prioritise email
security and be wary of phishing attempts, in which hackers attempt to gain access to
an account or device using deception or malware. Links and attachments from
unknown accounts should never be clicked or downloaded.

3.

Email Retention

3.1

Data erasure is a large part of the GDPR. It is one of the six data protection
principles: Article 5(e) states that personal data can be stored for “no longer than is
necessary for the purposes for which the personal data are processed.” Data erasure
is also one of the personal rights protected by the GDPR in Article 17, the “right to be
forgotten.” “The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay.” There are
some exceptions to this latter requirement, such as the public interest. But generally
speaking, Councillors have an obligation to erase personal data no longer needed.

3.2

The more data kept, the greater risk of a data breach. Moreover, the erasure of
unneeded personal data is now required under European law. Because of the GDPR,
councillors and Council employees should periodically review their emails alongside
the Council’s record retention policy with the goal of reducing the amount of data
employees and councillors store in their mailboxes. The GDPR regulation requires
the Council to balance our legitimate public interests against the data protection
obligations under the GDPR.

3.3

The amount of e-mail in the personal Inbox should be kept to a minimum. Where
possible, e-mails should be deleted after reading, response, or action. Saved e-mails
should be reviewed on a monthly basis and deleted when no longer required. For
those e-mails which should be retained for a set period of time, these should be
retained based on the Council’s Record Retention Schedule. It is acknowledged that
emails are needed for litigation purposes and to comply with a request under the
Freedom of Information Act 2000. Corporate Information / Records reflect the
business activities and transactions of the organisation and of its employees, i.e.
Information / Records in relation to financial transactions, ordering of goods and
services, maintenance of Council sites etc. As such, where personal, sensitive and/or
corporate information is detailed within the content of e-mails, these may be
requested under the Data Protection Act 2018, Freedom of Information Act 2000 or
by a court / tribunal. The Council will establish Safeguards to protect the security,
integrity and availability of these emails held on the Council’s Systems.

3.4

If any councillors’ hold any emails that are required to be retained, these should be
forwarded to the Town Clerk, to be held securely on Council systems. The email can
then be deleted from the councillor’s inbox.

4.

Etiquette

4.1

Much of the information conveyed to councillors and council employees is via email.
This is a speedy and efficient method of information exchange from one recipient to
another. However, councillors and employees should take care with the content of
any emails they write and send on to others as improper language may lead to
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claims for discrimination, harassment, defamation, breach of confidentiality or breach
of contract.
4.2

4.3

When acting on Town Council business councillors/employees should not:
•

Send emails that contain offensive or harassing statements or language,
particularly in respect of race, national origin, sex, sexual orientation, age,
disability, religious or political beliefs.

•

Publicise the content of emails that contain confidential information.

•

Send emails that could contravene the Councillors’ Code of Conduct

•

Libelous emails. The ease of use of e-mail can lead to unguarded and impetuous
comments being made, which in turn could be classified as defamatory.
Defamation arises where there is the publication of an untrue statement tending
to lower the subject of the statement (which may be an individual or an
organisation) in the estimation of the public generally.

•

Copy, forward, or otherwise disseminate third-party work without appropriate
consent. Under the Copyright, Designs and Patents Act 1988, copyright law can
be infringed by making an electronic copy or making a ‘transient’ copy (which
occurs when sending an e-mail).

•

The content of emails should not contain any inappropriate comments or words.

All employees/councillors must follow the procedure outlined below when sending
and receiving emails on behalf of the Town Council:
•

Councillors/Staff must take every precaution when selecting recipients from the
Global address list, to ensure the email reaches the intended person.
Additionally, care must be taken if using the reply to all facility, particularly if a
document containing personal details is being attached

•

Confidentiality can be compromised, especially when using Internet-based E-mail
Systems. Therefore the principles of the Data Protection Act 2018 should be
adhered to at all times.

•

All internal emails containing personal and sensitive information should be
marked ‘Confidential’ and where ever possible the amount of person identifiable
information contained within the content of an e-mail should be limited.

•

All messages must use appropriate business language

•

Only attachments from a trusted source may be downloaded

•

Ensure that a ‘reply to all’ is appropriate

•

Ensure that essential files are saved before deleting the message in which they
were received.
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•

It is the responsibility of staff to manage delegates and apply ‘out of office’.

•

All e-mail messages should be written in lower case, subject to grammatical
rules, as using CAPITAL letters is considered to be aggressive

•

The subject field should always be used to add a short description of the contents
of the e-mail. This will assist the recipient in prioritising opening of e-mail and aids
future retrieval of opened messages

•

Use an encrypted email service and encrypt documents which contain PII.

•

Care should be taken with content. Nothing should be written in an e-mail that
would not be written in a letter or said to someone face to face

•

The Town Clerk must be copied into all email correspondence, unless a
personnel matter relating to the Town Clerk is being discussed.

5.

Viruses

5.1

Viruses can damage computer systems, destroy data, cause disruption and incur
considerable expense for the Council. The Council will provide an Antivirus solution
and staff must not alter of change the configuration under any circumstances. Staff
should be cautious when opening attachments from an unknown source. Councillors
should use antivirus solutions on their own devices when using those devices to
access their personal emails.

6.

Formation of Contracts

6.1

E-mail is capable of forming or varying a contract in just the same way as a written
letter. Such capability gives rise to the danger of Staff inadvertently forming contracts
on behalf of the Council or varying contractual terms to which the Council then
becomes bound. Staff should take due care when drafting the words of an e-mail so
that they cannot be construed as forming or varying a contract when this is not the
intention.

7.

Monitoring

7.1

Staff should be aware that both private and business use of e-mail will be subject to
monitoring. Inappropriate or excessive use may result in disciplinary action and / or
removal of facilities.
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